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Ban hianh Quy dinh tidu chuin vé ing dung cong nghé thong tin
trong cac co’ quan hanh chinh, don vi sw nghiép thugc B Tai chinh

BO TRUONG BO TAI CHINH

Cén cit Nghi dinh s6 87/2017/ND-CP ngay 26/7/2017 ciia Chinh phit quy

dinh chuc nang, nhiém vu, quyén han va co cau té chire cua Bé Tai chinh,

Can cit Thong tw 56 20/2014/TT-BTTTT ngay 05/12/2014 cua B Thong
tin va Truyen théng quy dinh vé cdc san phdm phan mém nguén mé dwoc wu
tién mua sam, svr dung trong co' quan, té chirc nha nude;

Céin cit Thong tw 56 47/2016/TT-BTTTT ngay 26/12/2016 cua Bg Thong
tin va Truyén théng quy dinh chi tiét vé wu tién dau tu, mua Sam sdn phdm, dich
v cng nghé théng tin sén xudt trong nudc su dung nguon von ngdn sdch nha
nuoc,

Cdn cit Thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 cia Bj Thong
tin va Truyén thong ban hanh Danh muc tiéu chudn kj thudt vé ung dung cong

nghé théng tin trong co quan nha nucc,

Can cur Thong tw 56 13/201 7/TT- BITTT ngay 23/6/2017 cua BG Thong tin
va Truyen z‘hong quy dinh cdc yéu cau kjj thudt vé két noi cdc hé théng théng tin,
co s& dit liéu véi co s dit liéu quéc gia;

Theo dé nghi cua Cuc truong Cuc Tin hoc va T hé'ng ké tai chinh.

QUYET DINH:

Pidu 1. Ban hanh kém theo Quyét dinh nay Quy dinh tiéu chuan vé tng
dung cong nghé thong tin trong cic co quan hanh chinh, don vi su nghlep thudc
B0 Tai chinh.

Dleu 2. Quyét dinh _nay ¢6 hiéu lyc thi hanh k& tir ngay ky; thay thé Quyét'_
dinh sb 316/QD-BTC ngay 13/02/2015 cua Bo truong B Tai chinh ban hanh

~ Quy dinh tiéu chuin vé tmg dung cong nghé thong tin trong cac co quan hanh

chinh, don vi sy nghiép thudéc Bo Tai chinh va Quyét dinh so 1340/Qb-BTC



ngay 14/6/2016 cua Bo truéng Bo Tai chinh vé viéc sira ddi, bd sung quy dinh
tiéu chuin vé ing dung céng nghé théng tin trong cac co quan hanh chinh, don

vi su nghiép thugc B Tai chinh ban hanh kém theo Quyét dinh s6 316/QD-BTC
ngay 13/02/2015. '

Diéu 3. Chanh Vin phong Bo Tai chinh, Cuc trwéng Cuc Tin hoc va
Thong ké tai chinh, Thu truéng cac don vi thudc Bo chiu trach nhiém thi hanh

‘Quyét dinh nay./. e

Noinhin: &

- Nhu Diéu 3;

- S& Tai chinh céc tinh,

thanh phd truc thude Trung vong;
- Céng TTDT BTC;

- Luu: VT, THTK (70b). §-




BO TAI CHINH CONG HOA XA HQI CHU NGHIA VIET NAM
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QUY DPINH
Tiéu chuin vé ing dung cong nghé thong tin
trong cdc co quan hanh chinh, don vi sw nghiép thugc By Tai chinh
(Kém theo Quyét dinh s6 #94 /QP-BTC ngay & /065/2020
cua Bg Tai chinh)

Piéu 1. Pham vi diéu chinh

Quy dinh nay quy dinh vé tiéu chudn ung dung cong nghé thong tin
(CNTT) 4p dung théng nhét trong cac hoat dong ung dung cong nghé thong tin
tai cac co quan hanh chinh, don vi sy nghiép thudéc Bo Tai chinh.

Piéu 2. Poi twong 4p dung
Quy dinh nay dp dung d6i véi cac co quan hanh chinh, don vi sy nghiép
thuoc B Tai chinh; khuyen khich S¢ Tai chinh céc tinh, thanh phd tryc thude

Trung wong ap dung thdng nhét tiéu chuin vé tmg dung CNTT theo Quy dinh
nay.

Piéu 3: Gidi thich tir ngir

1. “Mé& 1or1g phin mém” 14 viéc stra dbi phin mem dé tang cudng chuc

nang cua phan mém d3 c6 nham dap ung thém mot sd yéu cau cua nguoi su
dung, yéu cau nghiép vu trong mdi trudng van hanh, khai thac phan mém.

2. “Néang cap phan mcm > 1a viéc stra do1 lam téng hi€u nang, kha nang an
toan, bio mat clia phin mém di c6 nhim t5i wu hoa kha ning xir 1y céc yéu cau
clia nguoi st dung va han ché tbi da cac i ro trong moi truong van hanh, khai
thac phan mém.

Di"é,u 4. Danh muc tiéu chuin vé (ng dung céng nghé¢ théng tin va
nguyén tac 4p dung

1. V& két ndi, tich hop dit lidu:

- V& két nbi, tich hop dit liéu cac hé théng CNTT trong nganh Tai chinh:
Ap dung theo Thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 cua B Thong
tin va Truyén thong ban hanh Danh muc tiéu chuin ky thuat vé ting dung cong
nghé thdng tin trong co quan nha nugc. Phuong thuc két ndi trong nganh st dung
dich vu Web service hoic Message Queue.

e Vé két nbi céc hé thﬁng' théng tin, co so dit lidu véi co s& dit liéu qubc
gia: Ap dung theo Théng tu s6 13/2017/TT- BTTTT ngay 23/6/2017 cua Bo



Thong tin va Truyén théng quy dinh céc yéu cau k¥ thuat vé két ndi céc hé thong
thong tin, co s& di¥ liéu vdi co so dit lidu quoc gia. :

2. V& tiéu chuén phat trién phin mém CNTT va tiéu chuin k¥ thuat thiét
bi, san pham CNTT:

a) D6i v6i tiéu chudn phat trién phﬁn mém CNTT:

- Céc co quan, don vi thuc hién theo quy dinh tai Phu luc 01 ban hanh
kém Quy dinh nay. Tiéu chuan k¥ thuat néu trong Quy dinh la muc t61 thiéu, cac
don vi lua chon phién ban trién khai phu hop véi thuc té tai co quan, don vi.

- ’Vé ppét tr‘ién méi,phﬁn mém: Phién ban san phérn, cOng cu xﬁx dl_mg,
phat trién phan mém ndi bo ban hanh theo Quy dinh nay la phién ban thap nhét
khuyén nghi ap dung.

- Vé 11a11g cap, mo 1ong phin mém: ancng hop nang cap, mo rong phan
mém cé yéu cau nang cdp nén tang phat trién Gng dung, khuyen nghi cic co
quan, don vi thyc hién theo Quy dinh nay. TrLr(mg hop néng cép, md rong phan
meém khéng yéu cau thay dbi nén tang phat trién tmg dung, céc co quan, don vi
c6 thé 4p dung phién ban san pham thdp hon Quy dinh nay.

b) Péi v6i tiéu chuén k¥ thuat thiét bi, san phﬁm CNTT:

- Céac co quan, don vi thuc hién theo Quy dinh tai Phu luc 02 ban hanh
kém theo Quy dinh nay. :

- Tiéu chuén ky thudt cua thiét bi ban hanh kém Quy dinh nay la mirc t6i
thiéu. Truong hop can thiét, khi thuc hién, cac co quan, don vi c6 thé - nang ti€u
chuén ky thuat va bd sung cac tiéu chudn k¥ thuat khac theo yeu cau chuyén
mon cua don vi, nhung phai dam bao nguyén tic nhiéu héng san xuit ¢6 hang
hoa CNTT dap tung y€u cau (uu tién san pham CNTT san xut trong nudc theo
quy dinh tai Thong tu s6 47/2016/TT-BTTTT ngay 26/12/2016 cia B Thong
tin va Truyén théng), kém theo céc tai liéu ki thuat chimg minh. Thu truéng don
vi chiu trach nhiém vé quyét dinh ctia minh trude Phap luat va theo phan cap ctia
B¢ Tai chinh.

c) Péi véi cac hang héa CNTT niam ngoai danh muc quy dinh tai Phu Iuc -
01 va Phu luc 02 ban hanh kém theo Quy dinh nay: Céc co quan, don vi chu

dong xay dung tiéu chudn k¥ thuat, trién khai dam bao yéu ciu chuyén mén cua
don vi.

d) Quy dinh-nay khong ap dung d6i VOl cdc phan mém da trién khai, giai
phap phan mém tron géi, giai phap tong thé (bao gdm ca phin cing va phén
mém).




3. Truomg hop céc quy dinh trong thoa thuan va diéu wde quic té ma Viét
Nam tham gia hay c4c khuyén nghi trong chuin muc va thong 18 quéc té vé ung
dung cong nghé théng tin va trao dbi dir liéu khac voi quy dinh tai Quyet dinh
nay thi co quan, don vi thuc hién theo céc thoa thudn va didu udc quoc té, xem
xét viéc ap dung theo cac chuén muc va thong 1€ quoc té.

4. Trudng hop c6 vin ban thay thé cic vin ban quy dinh tai cic khoan
trén thi 4p dung thuc hién theo cac vin ban thay the.

Diéu 5. Quy dinh chuyén tiép

Cac du 4n, nhiém vu céng nghé thong tin dugc phé duyét chi truong dau
tu truoc ngay Quy dinh nay c6 hi¢u lyc thi hanh thi thyc hién theo quy dinh tai
Quyet dinh s6 316/QD BTC ngay 13/2/2015 ciaa B trudng Bd Tai chinh quy
dinh vé tiéu chuin tmg dung céng nghé thong tin trong céc co quan hanh chinh,
don vi sy nghlep thuéc B6 Tai chinh va Quyet dinh sb 1340/Qb-BTC ngay
14/6/2016 cia Bo truéng Bo Tai chinh sira d6i, bb sung quy dinh vé tiéu chuén
ung dung cong ngh¢ thong tin trong cac co quan hanh chinh, don Vi su nghlep
thugc BO Tai chinh dwoc ban hanh tai Quyét dinh sb 316/QP- BTC ngay
13/2/2015.

Piéu 6. T6 chirc thue hi¢n

1. Thu truéng céac co quan hanh chinh, don vi su nghlep thuoc Bé Tai
chinh chiu trdch nhiém thuc hién Quy dinh ndy. Truong hop cén thiét, cic co
quan, don vi ban hanh huéng din chi tiét cho cac don vi truc thudc trén co s&
cac noi dung dugc quy dinh tai Quy dinh nay.

2. Cuc Tin hoc va Thong ké tai chinh chu tri, ph01 hop v6i cdc co quan,
don vi hang nam ra soat, trinh BJ stra dbi, bd sung cac ndi dung cua Quy dinh aé
dam bao phi hop véi thuc té trién khai chung ciia B Tai chinh.

3. Trong qua trinh thyc hién néu c6 van dé& phat sinh, vuong maéc, dé nghi
cac don vi phan anh vé Bd Tai chinh (qua Cuc Tin hoc va Théng ké tai chinh)
dé xem xét, giai quyét./.



TIEU CHUAN KHUYEN NGHI AP DUNG TRONG PHAT TRIEN PHAN MEM,

PHU LUCI

NEN TANG TiCH HQP

(Kém theo Quyét dirh s6 &L /OP-BTC ngay4d. /%5/2020
cua Bo truong B Tai chinh)

STT Tiéu chuin | Ghi chi
1 Cong cu phat trién phan mém
B cong cu phat trién tich hop dé trién
: khai céc ing dung, bao gdm cac thanh
SEmioleneloperSius: 3¢ phén nhu: Oracle Jdeveloper, Oracle
Form, Oracle Report, ..
) i Céng cu hd trg phat trién c4c phan mém
Rational Application Developer 9.7 T2BE. ohay trén nio thne Websphere.
WebSphere Studio Application B cong cu phat trién tng dung tich hop
Developer 5.1 cua IBM
Eclipse Java Development Tools 3.3 Congont) Pt mcaungoung davs
(Open source) ‘
Spiing tool mite Cong cu ho trg phat trién ing dung Java
(Open source) ]
NetBeans 10.0 Cong cu 1ap trinh d€ phat trién trng dung
su dung ngén ngir Java
Visual Studio 2017 Cong cu lap trinh dé phét trién tng dung
trén nén tang .Net Framework
: : Cong cu lap trinh cho Ung dung di dong
S stt dung hé diéu hanh Android
Foode Cong cu lap trinh cho ung dung di dong
sir dung hé diéu hanh iOS
2 Nén ting phit trién phin mém kst
Tava Virtual Machitie 5.0 JN;I; tang cho cac cong cu lap trinh trén
Java' EE 7 ]%ao gogn ca,c dgcx: tar cong cu, API m&
rong deé phat trién ung dung
. Nén tang cong nghé cho cic céng cu 1ap
L4 S trinh trén nén Microsoft
Apache Kafka Nén tng xur ly dong dit liéu phén tén
Microsoft SharePoint 2016 Phat trlen phan mem Portal
IBM WebSphere Portal 8.5 Phat trién phgn m@m Portal
WebCenter Portal 12¢ Phat tri€én phdn mém, Portal‘
: m3 nguén md cho cac hé diéu hanh
Net Core 3.1.2 Windows, Linux va macO
Android 10 :
I0S 13
3 Nén ting tich hop, chia sé dir liéu S5 :
BizTalk 2010 Standard / Enterprize | Giai phép tich hop két noi cac hé thong




STT

Tiéu chuan

Ghi chi

64 bit

riéng biét theo hudéng SOA

IBM MQ version 9, IBM App
Connect Enterprise 11

Nén tang tich hop, chia sé dif lidu

Oracle SOA Suite 12¢

Nén tang tich hop, chia sé dit lidu

4 Heé quan tri CSDL -
Oracle Database 12¢c R2 Cho ung dung st dung CSDL Oracle
Microsoft SQL Server 2017 g;i:?g SIRERECHB DL QL
DB29.7 Cho ung dung st dung CSDL IBM DB2
Netezza Cho tng dung st dung CSDL Netezzq

Cho ung dung str dung CSDL mé ngudn
MySQL 5.1 mé MySQL
Postpresal 10 | I(131}(;0 ung dung st dung CSDL ma ngudn
MariaDB 5.5.34 tho ung dung str dung CSDL ma nguén
mé MariaDB ‘
Cho tng dung st dung CSDL ma ngudn
MongoDB 2.4 miMengoDB ‘
Hadoop 2.2 Cl}c) ung dung st dung CSDL ma ngudn
. md& Hadoop
Hé Quan tr1 CSDL Cassandra Cho ung dung st dung CSDL No SQL
Microsoft Access 2019, SQLite g})l%)un g duog s dung GeRL avw o :
Elasticsearch 7.5, Splunk, Solr Sé;ung VEE LDl SR yevEam.
Redis 5 Cho uing dung CSDL key - value
5 Cong cu phin tich thiét ké
: . Giai phap phan tich thiét k& huéng d6i
Enterprise Architect 8.0 it i UME. cha Bpiee ‘
: Phan mém thiét ké CSDL, hé trg nhiéu
Power Designer 15.1 7 SRS R
cong cy, nhiéu hé quan tri
UML v2.0 - Unified Modelling R e it g
Btiouate Version 2:0 Ngdn ngit m6 hinh héa dung cho th‘let ke
Cong cu phén tich, thiét ké cho nhi€u
IBM Rational Rose Enterprise loai ngén ngit lap trinh nhw Java, .Net,
PHP
CA Erwin Data Modeler Cbéng cu hd tro thiét ké co so dit lidu
6 Cong cu khai thac dir liéu

SQL Navigator 7.2

Cong cu truy xuét dé khai thac dit liéu

Microsoft SQL Server Management

Studio

Cong cu quén 1y d6 hoa dé khai thac
CSDL SQL Sever

SQL Server Business Intelligence

Development Studio

Cbng cu dé khai pha dir liéu trong kho
dit liéu théng minh

Oracle Business Intelligence EE

Cong cu dé khai ph4 dit liéu trong kho



STT

Tiéu chuan

Ghi chu

dit li¢u théng minh

Cognos Business Intelligence

Céng cu dé khai pha dit liéu trong kho
dir liéu thong minh

TIBCO spotfire DecisionSite

Cong cu phan tich, khai pha dit liéu thoi
gian thuc

TIBCO BusinessWorks Smart
Mapper

Céng cu hd trg tham chiéu chéo va théng
“dich dit liéu cho céc bd dit liéu khac nhau

PL/SQL (Procedural
Language/Structured Querry
Language)

Cdng cu khai thac co sa dit liéu

SAP BusinessObjects Enterprise

B4 cong cu khai thac diy liéu cia SAP

Oracle report, Crystal report, Jasper
report, Oracle BIEE

Cong cu khai thac bao céo trén ing dung

JDeveloper :
Toad 12¢ Cong cu khai thac va quén tri CSDL
7 Web server

Internet Information Service 7.5 Cho Webserver IIS

Websphere Application Server 7.0 Cho Webserver Websphere

Oracle HTTP Server 12¢ Cho Webserver Oracle

Nginx 1.6 Cho Webserver Nginx '
Dich vu ctia Google cung cap moéi

: truong trién khai tng dung trén internet

ROREC - PIEng trén nén tdng ngdn ngii: Java, Python,
PHP, Go

Apache 2.4 Cho Webserver Apache

'8 | Cong cu hb tre quan ly viéc phat trién phin mém

TortoiseSVN

Chia sé va quan ly ma ngudn

Microsoft Developer Network

HJ tro phat trién

Microsoft Team Foundation Server
2010

Chia sé va quan ly vong do1 phat trién
phin mém, quan 1y du an, kiém tra chat
luorng, hiéu nang, kiém thir hdi quy, ..

Oracle Application Testing Suite
13.3

Kiém tra hiéu ning phin mém

HP LoadRunner 9 Kiém tra hiéu ning phin mém
TR T , > hinh
Microsft Project Management Q]uan Wy o (tjal ngllllye_n the? rrfxouh :
Enterprise (Standard) milestone (giai doan) hodc waterfa
: (thac nudce)
\E Tobls C‘ong cu kiém tra hiéu nang chuong
trinh g ;
Cong cu ctia IBM gdm nhiéu chic nang
: : 1 VC &1 phat trién 1 d :
IBM Rational Software quén b woug Cot phat tEg T Cung

kiém tra hiéu ning, quan ly du 4n, yéu
cau, ...

App Governance Suite

Céng cu hd trg quan Iy viéc phat trién
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phin mém.

Jmeter 2.11

Cong cu ma nguoén ma ki€ém tra hi¢u
nang Jmeter.

GIT

Phan mém quan ly ma ngudn

Trinh duyét Web déi v6i tng dung c6 giao dién sit dung dang web.

Mozilla Firefox 59.0

Trinh duyét Web cua Mozilla

Internet Explorer 11.0 hodc
Microsoft Edge

Trinh duyét Web cua Microsoft

Chrome hodc Chromium 74.0

Trinh duyét Web ctia Google/Open
source

10

Phim tit

Fl: Trg giap

F2: Stra ban ghi hién thoi

F3: Sao chép dir liéu cung cdt ban

| ghi trén

‘| F4: Sao chép ban ghi trén

F6: Thém madi mdt ban ghi

F7: Chuyén giao dién sang ché d6
tim kiém hodc hién thi man hinh tim
kiém

F8: Thuc hién viéc tim kiém khi dit
liéu dang & che do tim kiém

'F9: Hién thj danh sach tra ciru

F10 hoac Ctrl + S: Ghi dit liéu

Shift + F6: X6a ban ghi hién thoi

Ctrl + End: Dén ban ghi cudi cing

Ctrl + Home: Dén ban ghi dau tién

Ctrl + P: In béo cédo, ban ghi hién
thoi

Ctrl + QO: Péng cra s6 hién thoi

Down (mui tén xuong): Xudng mot
ban ghi

Up (miii tén lén): Lén mot b'én ghi

11

Giao dién

| Cung cap théng tin vé san pham

thuéc BO Tai chinh

Cung cép so dién thoai lién hé, ho
trg phan mém

Tiéu chuén vé B¢ ky tu vi mé héa
cho tiéng Viét: TCVN 6909:2001

Thanh céng cu cho céc chirc nang
cua ung dung
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. - pHULUCH
TIEU CHUAN KY THUAT THIET BI, SAN PHAM
CONG NGHE THONG TIN

(Ban hanh kém theo Quyét dinh s6 124 /OBP-BTC ngaytl / €5/2020 ciia Bé trudng
B¢ Tai chinh)

v Server)

1.1- May chu rack‘ x86 loaz 0] processor! :

Processor: 01 x processor (04 Core, 8 MB Cache)

Memory: 16 GB

Storage:

- S6 luong 6 tc‘zi tbiéu: 2
- Dung lugng 6 to1 thiéu: 240 GB
- Drives: SATA hodc SAS hodc SSD

- Support 6 disk bays/drive bays

- Hot plug or Hot swap Disk Drives

RAID Controller:

- Support levels: 0, 1

I/O port: 01 VGA, 03 USB

Network interface: 02x1Gigabit Ethernet Port.

HOb tro cong quan tri

HBA: 02 x-16Gb FC (4p dung trong truong hop méy chi c6 két noi
SAN)

Operating System Support:

- Microsoft Windows Server
- Linux

Power supply:

- Redundant Power Supply

- Input: 220-240V

- Hot-plug or hot-swap Power Supply

1.2 May chii rack - x86 loai 02 processor

Processor: 02 x processor (08 Core, 11 MB Cache)

Memory: 64 GB

Storage:
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Noi dung, tiéu chuin k¥ thuit

- S6 luong 6 té,i thiéu: 3
- Dung Iuong 6 cing: 240 GB
- Drives: SATA hoac SAS hodc SSD

- Support 6 disk bays/drive bays

- Hot plug or Hot swap Disk Drives

RAID Controller:

- Support levels: 0, 1, 5

- 01 GB Cache

I/O port: 01 VGA, 03 USB

Network interface:
- 02 x 01Gbps Ethernet

HG tro cong quan tri

HBA: 02 x 16Gb FC (4p dung trong truong hop may chu co két noi
SAN)

Operating System Support:

- Microsoft Windows Server
- Linux

Power supply:

- Redundant Power supply

- Input: 220-240V

- Hot-plug or Hot-swap Power Supply

1:3

May chii rack - x86 loai 04 processor

Processor: 04 x processor (08 Core, 11 MB Cache)

Memory: 192 GB

Storage:

- 86 luong 0 toi thicu: 3
- Dung luong 6 cung: 240 GB

- Drives: SATA hodc SAS hoac SSD

- Support 6 disk bays/drive bays

- Hot plug or Hot swap Disk Drives

RAID Controller:

- Support levels: 0, 1, 5

- 01 GB Cache

I/O port: 01 VGA, 03 USB

Network interface: 02 x 10Gbps Ethernet port

Ho tro Cong quan tri

HBA: 02 x 16Gb FC (4p dung trong trudng hop méy chu c¢6 két ndi

SAN)

Operating System Support:

- Microsoft Windows Server
- Linux
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Power supply:

- Redundant Power Supply

- Input: 220-240V

_- hot-plug or hot-Swap Power Supply

Miy chi phién (Blade Server)

Blade chassis

Form factor: Rack mount

Ho tro:
- 4 blade server.

Power supply:

- Input: 220-240V

- Redundant Power supply

- Hot-plug or hot-swap Power supply

- Support 06 power supply

FAN:

- Hot-plug or hot-swap Fan

- Redundant Fan

HO tro cong quan tri

Interconnect switch (hodc tuong duong):
- Ethernet/Fibre Channel/SAS interconnects
- Support: 04 Interconnect Switchs

2.2

Blade Server

Form factor: Blade server twong thich v6i Blade chassis ¢ trén

Processor: 02 x processor (08 Core, 11 MB Cache)

Memory: 64 GB

Storage: :
- SO luong 6 t61 thiéu: 2

| - Drives: SATA/SAS/SSD

RAID support: 0, 1

OS support:
- Microsoft Windows Server
- Linux

HO tro céng quan t1i

- | M4y tinh dé ban

Processor: 4 cores, 6 MB cache

RAM: 04 GB, up to: 32 GB

Storage: 500 GB HDD or 256 GB SSD

1/O ports:

- 01 RJ-45 support Gigabit Ethernet or 10/100/1000 Mbps ports

- 01 VGA or Display port or DVI

- 03 USB ports: 02 ports support USB 3. 0
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Néi dung, tiéu chuin ky thuit

Keyboard & Mouse included

Microsoft® Windows license included

Power supply Input: 220-240V

Monitor;

- Display Size: 18.5 inch, Display type: LCD or LED

- Resolution: Suppon up to ]366x768
M4y tinh x4ch tay i

Processor: 2 cores, 3 MB céche

RAM: 04 GB, up to: 16 GB

Storage: 500 GB HDD or 256 GB SSD

Network interface:

- Gigabit Ethernet or 10/100/1000 Mbps ports

- Wireless LAN 802.11ac or Wireless-AC or ac

I/O ports:

-01 USB 3.0

- 01 VGA or Display port or HDMI port

Battery size: 3-cell or 42 Whr .

Microsoft® Windows license included

| M4y in laser A4

Power supply Input 220 240V

Paper size: A4

Print quality: 600 x 600 dpi

Print Speed: Up to 28 ppm for A4

Memory: 128 MB RAM

Network interface: Ethernet 10/100 Mbps

Input tray: 1 tray x 250 sheets (A4)

Auto duplex

Connectivity: USB 2.0

Operating System Support: Microsoft Windows 10

Power supply Input: 220 240V
Luu dién (UPS): i ¢

Luu dién cho may chii don

Type: Online technology/Line-interactive

Power Capacity: 2000VA/1400W

Input:

- Voltage range: 176V-280V

- Frequency range: 46-54Hz

Output:

- Voltage: 220V +/-3%

- Frequency range: S0Hz +/-3Hz

UPS monitoring and system shutdown software included
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Backup time (fulload): 4 minutes

6.2

Luu dién cho mAy vi tinh dé ban:

Capacity: S00VA/300W

Input:

- Voltage range: 165V-265V

- Frequency range: 46 - 54 Hz

Output:

- Voltage: 220V £+ 10%

- Frequency range: SOHz + 1Hz

Backup time (Halﬂoad): 6 minutes

| Thiét bi mang

‘ Thiét bi chuyen mach (Sw1tch)

Switch Access

Form factor: Rackmount

Interface

- 24 cong 10/100/1000Mbps

- 4 cong uplink SFP

Performance

_ Switching Capacity/Switching Bandwidth: 56 Gbps

- Throughput (hodc Forwarding Rate): 41.67 Mpps

- Memory: 256 MB DRAM

- Flash: 128 MB

Protocol

- Layer 2: VLAN, IEEE 802.3ad Link Aggregation Control Protocol
(LACP), STP

- Management: CLI, SSH, SNMP
Management '

- CLI: Telnet/SSH

- SNMP

- Trivial File Transfer Protocol (TFTP) hodc FTP

Power supply:

- Input: 220-240V

1.2

Switch Core

1.2

Switch Core cap Trung wong Loai 1 (Khuyén nghi ding cho cic
Tong cuc)

Form factor: Rackmount

Interface

- 40 cdng 1/10GE

- Cong uplink: 2 cong 40GE QSFP

Performance

- Switching Capacity/Bandwidth: 960Gbps
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- Throughput (hodc Forwarding rate):720 Mpps

- MAC Address: 64,000

- Memory: 8 GB DRAM

- Flash/ SSD: 16 GB

VLAN ID: 4000

Protocol

VLAN, IEEE 802.1s - Multiple Spanning Tree Protocol (MSTP),
IEEE 802.1D - Spanning Tree Protocol (STP), IEEE 802.1w - Rapid
Spanning Tree Protocol (RSTP), IEEE 802.3ad - Link Aggregation
Control Protocol (LACP)

- Layer 3: RIP, OSPF, BGP

- Authentications: TACACS+ and RADIUS

Management

- CLI: Telnet/SSH

- SNMP

- Trivial File Transfer Protocol (TFTP) hodc FTP

- Network Timing Protocol (NTP)

Power supply:

- 02 ngudn AC
- Input: 220-240V

1.2.2

Switch Core cap Trung wong Loai 2 (Khuyén nghi ding cho cic
don vi khdc khong phai la cac Tong cuc)

Form factor: Rackmount

Interface

- 24 cong 01Gigabit Ethernet

- Cong uplink: 04 cong 10GE SFP+

Performance

- Switching Capacity/Bandwidth: 92 Gbps

- Throughput (hodc Forwarding rate): 68.4 Mpps

- MAC Address: 32,000

- Memory 02 GB DRAM

- Flash/SD card: 1 GB

VLAN ID: 4000

Protocol

VLAN, ‘IEEE 802.1s - Multiple Spanning Tree Protocol (MSTP),
IEEE 802.1D - Spanning Tree Protocol (STP), IEEE 802.1w - Rapid
Spanning Tree Protocol (RSTP), IEEE 802.3ad - Link Aggregation
Control Protocol (LACP)

- Layer 3: RIP, OSPF, BGP

- Authentications: TACACS+ and RADIUS

- Management: CLI, SSH, SNMP
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Management

- SNMP

- Trivial File Transfer Protocol (TFTP) hodc FTP

- Network Timing Protocol (NTP)

Power supply:

- 02 nguén AC
- Input: 220-240V

1.2.3

Switch Core cap Tinh

Form factor: Rackmount

Interface

- 24 port 10/100/1000 Mbps Base-T

- Céng uplink: 2 cdng 1/10 Gbps SFP+

Performance

- Switching Capacity/Switching Bandwidth: 92 Gbps

- Throughput/Forwarding Rate: 68.4 Mpps

- MAC Address: 16,000

- Memory: 01 GB DRAM

- Flash: 01GB

Protocol

- Layer 2: VLAN, IEEE 802.3ad Link Aggregation Control Protocol
(LACP)

- Layer 3: static route, RIP, OSPF

- Authentications: TACACS+ and RADIUS

Management

- CLI: Telnet/SSH

- SNMP

- Trivial File Transfer Protocol (TFTP) hodc FTP

- Network Timing Protocol (NTP)
Power supply: :

- 02 ngudn AC
- Input 220 V - 240V

| Thiét bi mang khong day

21

Thiét bi khong diy cap Trung uo’ng .

211

Access Point

Pép tmg cho céc chuan chung:

- 802.11b, 802.11a/g, 802.11n, 801.11ac

Performance and Capacity:

- 2x2 MIMO

- Data rates up to: 866 7 Mbps

Cau hinh:

- 1 x1000 Mbps
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- Radio: 2.4 GHz , 5 GHz

Tinh ndng bao mat:

- WPA2, AES

Ngudn dién:

- H{ tro cAp ngudn qua PoE hoic hd tro cung cip bén ngodi

2.1.2

Thiét bi Quan tri tip trung cho Accesspoint

Form factor; Rackmount

Interfaces:

- 4x 1 Gigabit Ethernet interfaces (RJ-45)

- 1 x console port

Performance and Capacity:

- H0 tro quén 1y toi thiéu 50 access points

Giao thuc Wireless:

- 802.11n, 801.11ac

Tinh ndng bao mat:

- Wi-Fi Protected Access (WPA), IEEE 802.11i (WPA2, RSN), TKIP,
AES, 802.1x

Tinh ning ho tro:

- Quan 1y toan bo cac Access Point trong ha ting Wireless

- Quan tri qua giao dién d6 hoa/WEB, CLI

- Du phong: Active/Standby/Cluster

Power supply:

- Input: 220V - 240V

2.2

Thiét bi khong diy cap Tinh

2:2:1

Access Point

Dap ung cho cac chuédn chung:

- 802.11b, 802.11a/g, 802.11n, 801.11ac

Performance and Capacity:

- 2x2 MIMO

- Data rates up to: 866.7 Mbps

Cau hinh:

-1 x 1000 Mbps

- Radio: 2.4 GHz , 5 GHz

Tinh nang bdo méat: -

- WPA2, AES

Nguon dién:

- H6 tro cap nguodn qua PoE hoic ho trg cung cap bén ngoai

2.2.2

Thiét bi quan tri tip trung cho Accesspoint

Form factor: Rackmount

Interfaces:

- 4x 1 Gigabit Ethernei_t interfaces
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- 1 X console port:

Performance and Capacity:

- H0 tro quan 1y t6i thiéu 50 access points

Giao thuc Wireless:

802.11n, 801.11ac

Tinh ndng bao mat:

- Wi-Fi Protected Access (WPA), IEEE 802.11i (WPA2, RSN), TKIP,
AES, 802.1x

Tinh nang ho tro:

- Quan ly toan bo cac Access Point trong ha tang Wireless

- Quan 1y tin s6 Radio

- Quan tri qua giao dién dd hoa/Web CLI

- Du phong: Active/Standby/Cluster

Power Supply

- Input:220 V - 240V

Thietbi dinh'tuyen'(Router)s. s Bl i 2 i 0

Cip Trung wong

Form factor: Rack mount

Performance and Capacity:

- Performance/Throughput: 01 Gbps

- Memory: 02 GB RAM

- Flash: 512 MB

Interface:

- 04 port 1000 Mbps

- 04 ports SFP

Routing protocols:

Static, RIP v1/2, OSPF, BGP, MPLS

- Generic Routing Encapsulation (GRE)

IPSec VPN (néu sit dung)

Internet Protocol: IPv4/IPv6

Management: CLI, SNMP

Power Supply:

- 02 ngudn AC
- Input: 220-240V

3.2

Cép Tinh

Form factor: Rack mount hoac Desktop

Performance and Capacity:

Performance/Throughput: 100 Mbps

- Memory: 02 GB RAM

- Flash: 256 MB

Interface:
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- 02 port 1000 Mbps Base-T

- 01 ports 1000 Mbps SFP

Routing protocols:

Static, RIP v1/2, OSPF

- Generic Routing Encapsulation (GRE)

IPSec VPN (néu st dung)

Internet Protocol: IPv4/IPv6

Management: CLI; SNMP

Power Supply:

- Input: 220 V - 240V

3:3

Cép Huyén

Form factor: Rack mount hodc Desktop

Performance and Capacity:

- Performance/Throughput: 50 Mbps

- Memory: | GB RAM

- Flash: 256 MB

Interface:

- 02 port 1000 Mbps Base-T

- 01 ports 1000 Mbps SFP

Routing protocols:

Static, RIP v1/2, OSPF

- Generic Routing Encapsulation (GRE)

IPSec VPN (néu sir dung)

Internet Protocol: IPv4/IPv6

Management: CLI; SNMP

Power Supply:

- Input: 220V - 240V

[Thiét bi sin phim b0 mat "

Thiét bi twong lira (Firewall)

1.1

Firewall cho mang (Network Flrewall)

A

Cép Trung wong

LL1:

Network firewall Loai 1

Form factor: Rackmount

Performance

- Firewall throughput/Firewall performance: 20 Gbps

- S6 phién két 1161 dong thoi (concurrent sessions/ Max sessions): 4M

-S6 luong két ndi trén 1 gidy hodc s6 hwong két ndi méi trén 1 gidy
cta mdi thiét bi (Connections per second/New sessions per second):

133.000

Tinh nang Firewall: Inspection, NAT, SSL-VPN/IPSEC-VPN
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Interfaces:
- 01 cong 1000Mbps quan tri
- 8 cong 1000Mbps
- 04 cong 10GB SFP+ |
Power Supply: C6 sin 01 nguon AC
Input: 220-240V
;'1'1' Network Firewall Loai 2
Form factor: Rackmount
Performance
- Firewall throughput/Firewall performance: 2 Gbps
- S6 phién két ndi ddng thoi (concurrent sessions/ Max sessions): 1M
- Sb luong két ndi trén 1 gidy hoic s6 lwong két ndi méi trén 1 gidy
ctia mdi thiét bi (Connections per second/New sessions per second):
14.000
Tinh ndng Firewall: Inspection, NAT, SSL-VPN/IPSEC-VPN
Interfaces:
- 01 cong 10/100/1000Mbps quan tri
- 6 cong 10/100/1000Mbps Base-T
- 02 cong 1GB SFP
Power Supply: C6 sin 01 nguén AC
Input: 220-240V
1.1.2 | Cip Tinh
Form factor: Rackmount hodc Desktop
[ iz Performance _
- Statefull inspection Throughput/Stateful Firewall: 1Gbps
- SG phién két ndi dong thoi: 64.000
- S6 lwong két ndi trén 1 gidy hodc sd luong két ndi méi trén 1 gidy
ctia mdi thiét bi (Connections per second/New sessions per second):
5.000
- Tinh nang Firewall: Inspection, NAT, SSL-VPN/IPSEC-VPN .
Interfaces:
- 01 cdng quan tri (console/management port)
- 4 cong 1000Mbps
Power supply:
: - Input: 220-240V
1.1.3 | Cap Huyén

Form factor: Rackmount hodc Desktop

Performance

- Statefull inspection Throughput/Stateful Firewall: 500Mbps

- S6 phién két ndi déng thoi: 50.000
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- S6 luong két ndi trén 1 gidy hodc s6 lugng két noi moi trén 1 gidy
clia moi thiét bi (Connections per second/New sessions per second):
5.000

- Tinh ndng Firewall: Inspection, NAT, SSL-VPN/IPSEC-VPN

Interfaces:

- 01 cdng quén tri (console/management port)

- 4 cong 1000Mbps

Power supply:
- Input: 220V - 240V

1.2

Firewall irng dung (Application Firewall)

Form factor: Rack

Interface:

- 04 Ethernet port 1000 Mbps

- 2 x 10 Gigabit Fiber Ports (SFP+)

Performance:

- HTTP request/sec: 22000

- SSL transactions/sec (2K) : 4.300

Protection:

Application Attacks:

- OWASP Top 10

- SQL Injection

- Cross Site Scripting

- Cross Site Request Forgery

XML-Protection

- DoS/DDoS protection

- Internet Protocol: IPv4; Support IPv6

Management:

- GUI/CLI/WEB

- SNMP

Power supply:

- Redundant Power supply

- Input: 220-240V

1.3

Thiét bi chong tdn cong DDOS

Form factor: Rackmount

Throughputs: 500Mbps

Max DDoS Flood Attack

Prevention Rate
(packets per second): 1.000.000

Latency: <80 micro seconds

‘Network Interface:

- 04 ports x 1000 Mbps
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- 02 port X 1GbE .

Yéu cau vé Co ché hoat dong:

- Deployment Modes: Inline, span port

- HO trg ngin chin xtr Iy cdc cudc tin cong IPv6

- Co ché thiét 1ap Policy: Block, Report

- Co ché ngin chin: Drop packet, suspend
Power supply: :
Input: 220V - 240V

Thiét bi phat hién, ngin chin thAm nhap (IDS/IPS)

Thiét bi IDS/IPS

Form factor: Rackmount

Performance

- IPS Throughput: 01 Gbps

HO tro tinh ning:

- Tinh nang IPS

Interfaces:

- 01 cong 1GbE ddng quan tri.

- 8 cong 1GE

Power pupply:
- Input: 220-240V

2:2

Thiét bi Quan tri tip trung cho IDS/IPS

Tinh nang :

- Quan tri thong qua giao dién Web browser/GUI

- Quan tri, cAu hinh chinh sach, cp nhat tap trung cho céc thiét bj IPS

(centralized management)
Béo céo:

- Tao béo cao

Power supply:
- Input 220 240V

| Phan mem chong Vlrus

Phan mém phong chong virus cho méy chu, may vi tinh dé ban,
may tinh xdch tay

- Quét virus trong: file, thu muc, file nén, thiét bi lu'u tru: ngoai

- Ché d6 quét:

+ Quét theo thoi gian thuc (Realtime Scan)

+ Quét thu cong (manual scan)

+ Quét theo lich (Schedule scan)

- Diét (protect/prevent/anti): Virus, Trojan, Spyware

- Ty ddng cdp nhat mau virus

- Cai dat duoc trén: Windows, Linux

3.2

Thanh phin quan 1y tap trung cho phin mém phong chong virus
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Tinh nidng quan ly:

- Ty dong cap nhét cdc mau virus

- Cap nhit ty dong cic miu virus cho céc client

- Quan 1y thong tin trén toan hé théng:

+ Tén may, IP

+ Phién ban phan mem phong chong Virus

+ Tinh trang két ndi cia phdn mém phong chong virus véi thanh phan
quan ly tép trung

+ 86 luong, loai virus phat hién duoc, két qua xu ly

- Dit lich quét dinh ky théng nhat cho mét nhém hodc tat ci mdy tinh
trong hé thong

- Ra lénh tir xa cho mét nhom hoic tat ca may tinh trong hé thong thuc
hién quét virus

H3 tro hé diéu hanh cai dit:

- Windows Server hoac Linux

~ [ Thibtbiluu triv dilié

ju—y

Thiét bi lwu trix dir liéu co'16n

Form factor: Rack mount

Do san sang: 99,9999%

S6 lwong bd diéu khién (Controller hoiic Engine hodc tuong duong): 2

Max raw capacity: 337 TB

Cache: 768 GB

Host Interface: Fibre channel, iSCSi

HA tro loai 6 cing: SAS/SSD/Flash/SCM (Storage Class Memory)
Giao thiic: SAS/NVMe

Raid support: Raid 5 hodc Raid 6 hodc tuong duong Raid 6 (Raid
twong duong raid 6: Cho phép hé thong héng 02 0 ma khong giy mat
dir ligu)

Tinh nang ti dia: Thin provisioning

Management:

- Web/ gul 111t61 face

HG tro két n6i SAN cho céc may chi hé didu hanh Microsoft Windows
Server, Linux, Vmware.

Power supply:

- Redundant Power supply

- Hot plug or hot swap Power supply

- Input: 220-240V

Thiét bi luu trit dir ligu ¢ trung binh

Form factor: Rack mount

| S& luong bd diéu khién (Controller hoic Engine hoic tuong dwong): 2

Cache hoac RAM: 128 GB
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Host Interface: Fibre channel, iSCSi

HG tro loai 6 cimng:
- HDD/SSD/Flash
Giao thuc:

- SAS

Raid support: Raid 5 hodc Raid 6 hodc twong duong Raid 6 (Raid
twong duong raid 6: Cho phép hé thong hong 02 6 ma khong gay mat
du ligu)

Tinh nang tu dia: Thin provisioning, compression, deduplication

Management:

- Web/gui interface

HO6 tro két ndi SAN cho cac méy chi hé diéu hanh Microsoft Windows
Server, Linux, Vmware

Power supply:

- Redundant Power supply

- Hot plug or hot swap Power supply

- Input: 220-240V

| Thiétbi SAN Switch . =

Form factor; Rack mount

Interfaces:

12 port 8 Gbps/16 Gbps FC

- Auto Sensing hodc tuong duong

Aggregate bandwidth hodc twong duong: 192 Gbps

Management:

- Web/GUI interface

- Management port: RJ45

Power Supply Input: 220-240V
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